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Abstract—Rationales offer a method for app developers to
convey their permission needs to users. While guidelines and
recommendations exist on how to request permissions, developers
have the creative freedom to design and phrase these rationales.
In this work, we explore the characteristics of real-world ra-
tionales and how their building blocks affect users’ permission
decisions and their evaluation of those decisions. Through an
analysis of 720 sentences and 428 screenshots of rationales from
the top apps of Google Play, we identify the various phrasing
and design elements of rationales. Subsequently, in a user study
involving 960 participants, we explore how different combinations
of phrasings impact users’ permission decision-making process.
By aligning our insights with established recommendations,
we offer actionable guidelines for developers, aiming to make
rationales a usable security instrument for users.

I. INTRODUCTION

Imagine you open an app, and one of the following
messages pops up: “We would like access to your camera
for the app to work correctly,” or “Please allow access to
your camera. Without this permission, the app cannot scan
your documents. We do not collect or transfer any personal
data outside your phone.” Which permission request would
you rather approve? Which would leave you feeling better
informed, more satisfied, and more in control of your decision?
In a world where app developers have the freedom but also the
responsibility to clarify their permission requests to users, it is
crucial that the wording and presentation of these explanations
align with users’ expectations.

In this paper, we explore “rationales”—the explanations be-
hind runtime permission requests—by analyzing their designs,
wording, and how different phrasings affect users’ permission
decisions. Our first goal is to understand the current
state of rationales in Android apps (see Figure 1a). Despite
numerous guidelines for developers on effective permission
communication [5], [34], [53], the practical implementation
and interpretation of these recommendations in the design
and phrasing of real-world rationales remains uncertain. By

manually analyzing 720 sentences and 428 screenshots of ra-
tionales collected from the top apps on Google Play, we unveil
how app developers convey their permission needs in practice.
This investigation establishes a baseline for evaluating future
innovations and changes in this domain, potentially guiding
the improvement of existing best practices for the benefit of
both app developers and end-users.

Our exploration revealed the diversity of rationales with
various patterns. We found that app developers phrase their
rationales from different perspectives. Rationales can comprise
one or multiple phrases. They can be specific or vague, positive
or negative, and may include additional information as optional
clauses. Regarding design, we observed diverse layouts with
unique combinations of buttons, icons, and titles. Additionally,
we observed patterns that occurred more frequently among de-
velopers, such as using a dialog to present a concise rationale,
typically composed of a single phrase.

Finding a variety of different ways how app developers
can convey permission needs to users naturally leads to the
second question of whether different rationale phrasings
impact users’ decision-making process (see Figure 1b).
Previous research in other fields has shown that linguistic
variations can influence a variety of user decisions [1], [16],
[29], [44], [60], [66]. Therefore, we break down rationales into
their fundamental building blocks and examine how different
combinations of these building blocks affect users’ permission
decisions and their perception of those decisions.

In an online user study with 960 participants, we gain
insights into how users perceive and respond to rationales. We
demonstrate that rationale phrasings alone significantly impact
user choices regarding permissions and their assessment of
these choices. When comparing the two rationales at the outset
of this introduction, our study reveals that the second phrasing
leads to a higher likelihood of granting permission, provides
users with more informed decision-making, increases user
satisfaction, and enhances the perception of being in control.

We observed that the natural variability in rationales is
inherent. However, specific phrasings within rationales are
essential for app developers to prioritize to improve the user’s
decision-making process. Finally, we compare our findings
with available guidelines to create actionable recommenda-
tions for app developers, aiming to make rationales a usable
security instrument for users.
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(a) Section III: Investigating Rationale Differences (b) Section IV: User Study

Fig. 1: Methodology of our exploration of rationales and their effect on users' permission decisions.

Fig. 2: Sample rationale from an Android app.

II. RELATED WORK

The persistent challenge of aligning app developers' needs
for their apps to function with users' willingness to grant per-
missions has been extensively studied. Previous research has
revealed a disparity between the permissions that apps request
and the users' expectations [8], [9], [11], [22], [41], [70]. This
disparity creates a sense of discomfort and uncertainty among
users, impacting their con�dence in making a permission
decision. Hence, there is a need for proper communication
between developers and users.

App developers can use various instruments to communicate
permission usage to users, including app descriptions, privacy
policies, and, more recently, iOS Privacy Nutrition Labels [6]
and Google Play's Data Safety Section [35]. Given the wealth
of information in app descriptions, research has proposed
techniques to automatically extract permission usage from
text or code [51], [54], [55], [67], [73], which can then be
used to measure the �delity of the description in conveying
permission usage to users [23], [25], [57]. The primary goal
of iOS Privacy Nutrition Labels and Google Play's Data
Safety Section is to streamline the content of lengthy and
complex privacy policies. However, these instruments have
their own limitations and challenges in terms of being correctly
interpreted by both developers and users [15], [42], [46],
[47], [58], [59], [74], [75]. As a result, a dedicated research
area is focused on enhancing the usability of these privacy
instruments [15], [48], [74], [75].

Another, more direct approach to explaining the need for
permissions to users is through rationales. A rationale is a
message associated with a runtime permission request. For
instance, in iOS, the message“We need Storage permission
to save images and documents.”is directly integrated into the

permission request, while in Android, it can be presented in
a separate view, which developers can design as they like
(see Figure 2). Although general guidelines exist for crafting
rationales [5], [34], [53], prior research indicates that app
developers often underutilize them, and when used, they often
lack meaningful content [50], [65]. Given that app stores
do not impose any speci�c regulations on how rationales
should be presented to users, two crucial questions remain
unanswered: (1)how do app developers currently phrase and
design rationales, and (2)how do different rationale phrasings
in�uence users' permission decisions?

Limited research has explored the in�uence of rationales on
user decision-making. Previous studies have shown that users
bene�t from receiving additional information in permission
requests [61], [69], [72]. Speci�cally, earlier research has indi-
cated that including rationales increases the likelihood of users
granting permissions [65] and positively affects how users
assess their permission choices [19]. Furthermore, similar �nd-
ings exist in other domains. For instance, in the �eld of two-
factor authentication (2FA), personalized messages have been
found to enhance user adoption of 2FA [29]. Additionally, the
terminology used in app descriptions signi�cantly shapes user
perceptions of security within secure messaging apps [1], [16].
However, it is crucial to emphasize that the speci�c effects of
rationales have yet to be investigated.

While the in�uence of rationale phrasing on users' permis-
sion decision-making has received limited attention, the sig-
ni�cance of language in decision contexts is well-established
in various �elds. One such phenomenon is the framing ef-
fect [66], a concept extensively studied in psychology [63].
The framing effect reveals how decisions and judgments can be
swayed by how information is presented or framed [44], [66].
Other studies have shown that subtle wording differences can
signi�cantly in�uence customers' attitudes toward brands [60].
By drawing connections between these diverse �ndings, it
is reasonable to conclude that users deciding on permissions
affecting their privacy may also be in�uenced by variations in
the rationale prompt, whether or not these variations provide
new information or are merely linguistic differences.

III. I NVESTIGATING RATIONALE DIFFERENCES

While numerous recommendations exist for developers
about how to communicate permission needs to users [5],
[34], [53], the actual interpretation and implementation of
these recommendations in rationales remain unclear. The fol-
lowing exploratory analysis aims to unveil how permission
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