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Abstract

Modern web applications use features like camera and geoloca-
tion for personalized experiences, requiring user permission via
browser prompts. To explain these requests, applications provide
rationales—contextual information on why permissions are needed.
Despite their importance, little is known about how often rationales
appear on the web or their influence on user decisions.

This paper presents the first large-scale study of how the web
ecosystem handles permission rationales, covering three areas: (i)
identifying webpages that use permissions, (ii) detecting and clas-
sifying permission rationales, and (iii) analyzing their attributes
to understand their impact on user decisions. We examined over
770K webpages from Chrome telemetry, finding 3.6K unique ra-
tionale texts and 749 rationale Uls across 85K pages. We extracted
key rationale attributes and assessed their effect on user behavior
by cross-referencing them with Chrome telemetry data. Our find-
ings reveal nine key insights, providing the first evidence of how
different rationales affect user decisions.

CCS Concepts

« Information systems — Web applications; » Security and pri-
vacy — Usability in security and privacy; - Human-centered
computing — Empirical studies in interaction design.
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1 Introduction

Modern web applications are becoming increasingly feature-rich
and interactive, offering users a more dynamic and personalized
online experience by utilizing device resources like cameras, mi-
crophones, push notifications, and geolocation data. However, to
harness these capabilities, websites must often first ask users for
permission through browser permissions prompts. While these
permissions are critical to enable key features safely, they also
introduce a significant burden for users. When confronted with per-
mission prompts, users must make informed decisions about which
capability accesses to allow and which to deny. Deciding wrongly
can have negative security and privacy consequences, depending
on the capability in question. In addition, prior work has shown
that websites often ask for permissions in inopportune moments,
making these requests annoying and lacking context [23].
Permission prompts on mobile platforms, particularly on An-
droid, have been a frequent focus of security and privacy research
studies over the years [2, 4, 8, 9, 11, 14, 16, 19, 20, 25, 31-38, 43—
45, 54, 59-63, 66, 68, 71-73]. Unlike mobile apps, which are dis-
tributed through app stores with strict guidelines, websites are
delivered dynamically via web browsers. Mobile app stores also
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Figure 1: Example of a geolocation permission prompt in Chrome.

impose specific user experience (UX) requirements and guidelines
for permission requests [5, 22], the web operates with significantly
less centralized oversight. Web developers can trigger permission
prompts at any point, even right after the page finished loading,
and without following best practices [26].

The research community has only recently begun exploring web
permissions, primarily focusing on user experiences with permis-
sion prompts [23], in particular for push notifications [7, 24]. Pre-
vious studies have examined user perceptions of annoyance or
interruption, the ease or difficulty of decision-making, and the pres-
ence of contextual information on desktop platforms. However, the
way browsers display these prompts is just the tip of the iceberg.
The broader context, including how websites present permission re-
quests and the rationales provided to users before and after prompts,
remains largely unexplored in terms of both scope and impact.

Permission rationales on the web are explanations added to web-
pages to clarify why certain capabilities are required, providing
essential context for permission requests. Research has consistently
shown that offering contextual information significantly impacts
user interactions with permission prompts [14, 16, 23, 61, 63]. In
the Android ecosystem, studies have highlighted not only the im-
portance of rationales but also the diverse ways contextual informa-
tion is presented, demonstrating their critical role in shaping user
decisions [14, 16, 61, 63]. However, despite the acknowledged im-
portance of rationales in shaping user responses to web permission
prompts [23], we still lack detailed information on the variety of
web rationale texts and designs, methods to automatically trigger
and detect them, the prevalence of websites using rationales, and
the effects of different rationale patterns and design choices on user
decision-making regarding permission prompts.

In this paper, we conduct the first systematic and comprehensive
study of web permission rationales on desktop platforms, a largely
overlooked aspect of the web permission ecosystem. Our research
focuses on (i) systematically exploring and collecting webpages
that feature permission prompts, (ii) automatically detecting and
classifying rationales, and (iii) thoroughly analyzing various text
and UI attributes of these rationales to begin understanding their
impact on user actions and sentiment toward permission prompts.

Starting with 770K URLs from Chrome telemetry, we performed
automated, interactive web crawling. We collected snapshots of
webpages that request the most common permissions-gated web
APIs, i.e., notifications, geolocation, camera, and microphone. We
considered both screenshots for rationale Uls and the DOM of the
page [69] for rationale text. As a result, our crawler successfully cap-
tured snapshots for 739K reachable URLs and triggered permission
prompts on over 20% of the visited webpages.

Author et al.

We detected and manually confirmed 3.6K unique text rationales
using a robust machine-learning pipeline. In addition, we semi-
automatically compiled a dataset of 749 distinct rationale Uls. We
observed that 85K webpages in the wild use one of the 3.6K unique
rationale instances. We found that the most prevalent rationales
belong to 10 libraries. Then, we undertook a qualitative analysis to
characterize rationales, considering various aspects, including mes-
sage tone, encouragement, message content, functionality necessity
for text and layout, position, elements, and timing for UL

After analyzing rationales to extract their attributes, we con-
ducted an exploratory analysis to study how these elements im-
pact users’ decisions to grant, deny, dismiss, or ignore permission
prompts, again using Chrome telemetry and user sentiment data.
We applied regression models to extract 10 key effects. Among
others, we find that any rationale message, regardless of tone, sig-
nificantly boosts grant rates and reduces dismiss and deny rates,
with positive tones increasing grant rates by 18%. Additionally,
we find that Ul design elements can have an even higher impact.
For example, overlays before or alongside a prompt had the most
substantial impact on grant rates (+41%), followed by fullscreen
rationales (+33%). When it comes to user sentiment, dialogs and
text rationales were associated with increased user annoyance, par-
ticularly when shown before and after browser prompts.

Contributions. We make the following main contributions:

o We create the first (semi-)automated approach to detect and
study web permission rationales at scale. We instantiate our
approach on a set of 770K webpages, processing over 6M
unique text snippets. As a result, we create a comprehensive
dataset of 3.6K manually-vetted and unique rationale text
and 749 rationale Uls on the desktop web.

e We estimate the prevalence of web permission rationales,

focusing on push notifications, geolocation, camera and mi-

crophone permissions, identifying ~85K webpages that use

a custom or library-provided rationale. We find 10 libraries

that have the most prevalent rationales-with the top three

being OneSignal [46], iZooto [30] and Smart Push [29]- and
create 32 code signatures to detect their use on webpages.

We conduct a qualitative analysis of permission rationales, ex-

amining both text and UL For the rationale text, we extracted

attributes across four dimensions: message tone, encourage-
ment, content, and functional necessity. For the rationale

Uls, we identified attributes spanning three dimensions in-

cluding layout elements, position and timing. We used these

attributes to characterize web rationales, identifying 18 com-
mon rationale text patterns and 8 common Ul patterns.

We study the impact of rationale attributes on user behavior

and sentiment towards permission prompts, cross-referencing

webpages with coded rationales against Chrome telemetry
and user sentiment data, and extract nine key insights.

2 Background

Modern web applications rely on permission-protected APIs, such
as the MediaDevices API for accessing the camera and micro-
phone [64], the Geolocation API for location data [41], and the
Notifications and Push APIs for notifications [65, 70]. These
requests trigger permission prompts within the browser. Users
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Figure 2: Examples of permission rationales in real websites. Le : noti cation
rationale in samsung.com. Right: geolocation rationale in nike.com. Bo om:
camera and microphone rationale in teams.microsoft.com.

have the option togrant, deny or ignorethese permission prompts,
which typically appear near the browser's address bar and are often
non-modal, meaning they do not block further interaction with
the website. Many popular browsers also o er a temporary block
option: in Chrome and Edge, this is done by clicking th€ to
dismiss the prompt, while in Firefox, users can clidock with-
out selecting Remember this decisiomn this work, we refer to
this action asdismiss consistent with terminology used in prior
research [23]. An example of these options is shown in Figure 1.
Websites can o er rationales to explain why permissions are

needed, as shown in Figure 2. These rationales may appear as Ul

elements before the prompt, alongside it, or after the user has ig-
nored, dismissed, or denied the request (i.e., not granted the request)
When designed e ectively, these explanations can build user trust
and enhance decision-making. However, not all websites that re-
quest permissions provide rationales. In this work, we explore the
current state of web permission rationales, including their types,
components, and Ul design choices.

3 Related Work

We present the previous research related to our study, focusing on
both mobile (Y3.1) and web (Y3.2) permissions.

3.1 Mobile Permissions

Research on permissions has primarily centered on mobile applica-
tions, particularly within the Android ecosystem. Earlier research
has shown that users face di culties in understanding requested
permissions, their purposes, and the potential risks associated with
granting them [L9, 20, 31, 33. This often resulted in users' confu-
sion and unmet expectations [8, 9, 11, 20, 31, 59, 71].

To address this, previous research has explored predicting users'
responses to permission requests based on privacy pro &3 [
34, 35 45 77, or using privacy nudges to encourage informed
choices f, 73. Additionally, ne-grained permission managers
have been proposed to give users greater control over their dé#ha [
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should be tied directly to user actions within the app, as users are
more likely to understand and accept these requests when they
occur in response to something they have done [38].

3.1.1 Contextualizing Permission Requé&stsearchers have shown
that the timing and context of permission requests signi cantly
in uence users' decisions. Studies highlight the importance of con-
textualizing permission requests, where developers decide when
to prompt users 11, 16, 61, 63. For instance, prior researct6f
found that the context in which data is shared speci cally when,
why, and with whom signi cantly in uences users' access deci-
sions. Similarly, an online studylld demonstrated that timing and
rationales signi cantly impact permission decisions.

3.1.2 Mobile Rationaleadditionally, apart from the timing and
context of permission requests, o ering well-de ned rationales is
essential for helping users understand the purpose of these requests.
However, research has shown that developers often underutilize
them, and when they do provide rationales, the content is frequently
vague or ine ective [L4 16 36 60. Earlier research has shown that
users bene t from receiving additional information in permission
requests 25 54 66 73. Speci cally, research has indicated that
including rationales increases the likelihood of users granting per-
missions L1, 14, 16 60. For instance, related workl[1] observed
that including a rationale string with permission requests reduced
the denial rate by half. Additionally, recent researchq conducted

a comprehensive analysis of Android permission rationales, focus-
ing on their design and phrasing. Their ndings emphasize that the
phrasing of rationales a ects users' permission decisions.

3.2 Web Permissions

Research on web permissions has been limited, with most studies
focusing on permission prompts and API$7 rather than ratio-
nales. A signi cant portion of this work has centered around push
noti cations, particularly their potential for misuse. Studies have
highlighted how unethical content providers exploit these noti -
cations on both mobile and desktop platforms, sending irrelevant
or abusive messages to drive tra cf, 57]. To address these issues,
browser vendors such as Firefo#3), Edge B9, and Chrome 7]
have implemented features to minimize unwanted interruptions.
For example, Chrome experiments showed that quieter prompts,
which are less visually prominent, signi cantly reduce interrup-
tions while maintaining similar grant rates [7].

To reduce frequent and disruptive permission prompts, recent re-
search P4 developed a machine learning-based solution in Chrome
to predict when users are unlikely to grant permissions, thus re-
ducing unnecessary prompts. Other resear@fi][explored vulner-
abilities like click-jacking attacks on webcam access, highlighting
the need for stronger user protections.

Finally, recent research?d analyzed web permission interac-
tions across 100 million Chrome installations, nding that geoloca-
tion and noti cation prompts are often ignored, while contextual
information increases users' likelihood of granting permissions.
However, no research has yet thoroughly explored the use of ra-
tionales for web permissions, particularly on desktop platforms,
marking a gap in our understanding of how to best support users

Moreover, previous research suggested that permission requests in making informed permission decisions.
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4 Problem Statement
This paper aims to answer the following research questions:

RQ1: Rationale Detection, Prevalence, and Catalog. Since per-
mission rationales on the web often appear within main page con-
tent, the rst part of our paper focuses on developing a machine
learning-based approach to identify these rationales within crawler
results. To achieve this, we must rst build a ground-truth dataset
of web permission rationales tailored for ML-based solutions. Ad-
ditionally, we require a detection method capable of conducting
large-scale measurements of the prevalence of rationales for di er-
ent permission types. This will allow us to create a comprehensive
catalog of online permission rationales.

RQ2: Rationale Design Patterns and their E ects. The second
part of our paper analyzes how permission rationales are presented
in the web ecosystem. Using samples from the rationale catalog in
RQ1, we identify common patterns of rationales found in the wild.
By cross-referencing these patterns with permission prompt action
rates from aggregated Chrome Telemetry and user sentiment data,
we aim to gain insights into the impact of these rationales on user
behavior and perception.

5 Methodology

To address our research questions, we follow the methodology out-
lined in Figure 3. We begin withVeb Crawling & Prompt Detection,
where we use a JavaScript-enabled web crawler to navigate a list of

seed URLs. During each visit, the crawler captures webpage snap-

shots and screenshots, while also monitoring the page to collect any
permission prompts that appear. Next, iRationale Identi cation,

we extract distinct text snippets from webpages. These snippets are
processed through Large Language Models (LLMs) to identify those

Author et al.
Platform 2 | H | Total
Perm. Pages Sites | Pages Sites | Pages Sites
Geoloc. 192,728 46,45p 272,007 47,210 464,735 93,660
Notif. 263,835 30,528424,264 35,054 688,099 65,577
Mic. 11,046 4,054 11,217 3,898 22,263 7,952
Camera 9,336 3,863 18,407 6,83% 27,743 10,698
Total 476,945 77,086725,895 86,57R770,349 118,371

Table 1: Permission prompts seen by ungiue desktop/mobile clients.

recent researchdd. Speci cally, we acquired a Chrome telemetry
dataset from December 2022, comprising 770K publicly accessible
URLs. Each URL corresponds to a speci ¢ webpage where at least 50
users across all platforms encountered a permission prompt within
the last 28 days, as summarized in Table 1. The URLs were sanitized
to prevent exposure of any sensitive personal information.

During each webpage visit, the crawler tracks calls to permission-
restricted APIs and records the permissions requested. If a permis-
sion request appears, the crawler rejects it using the CDP and
captures a second snapshot to identify any secondary rationales
that might appear when permission is not granted (whether ig-
nored, dismissed, or denied). To maximize the detection of prompts
and capture associated rationales, the crawler also interacts with
the webpage by clicking on elements likely to trigger permission-
related actions. The full list of interaction heuristics is provided
in Table 11 of Appendix A. With these heuristics, our crawler de-
tects nearly twice as many permission prompts compared to a
non-interactive approach (see Appendix A.1).

5.2 Rationale Identi cation
To identify and extract rationale sentences from the crawled web-

that pertain to permission-protected concepts, such as access to a pages, we followed a multi-step process involving text extraction,

camera or microphone. Using this Itered data, we manually curate
a ground-truth dataset for permission rationales. This dataset is
then used to train a BERT classi er to identify rationales. As a result,
we build a comprehensive catalog of rationales. FinallyAnalysis

of Rationale Text & Ul patternsye apply both automated clustering
and manual coding to identify rationale patterns. This step incorpo-
rates both quantitative analysis of textual content and qualitative
examination of Ul elements of rationales. Finally, Exploring the

E ect of Rationales on User Decision-Making, evaluate the im-
pact of these rationale patterns by comparing permission grant and
deny rates based on user activity data from Chrome telemetry.

5.1 Web Crawling & Prompt Detection

To answer RQ1, we developed a Chromium-based web crawler
using Puppeteer and the DevTools Protocol (CDP) to capture web-
page snapshots, simulating a desktop browser. The crawler loads
an initialization script that modi es JavaScript permission APIs,
enabling it to monitor permission prompts in real-time. For each
webpage, the crawler waits up to 30 seconds for the page to fully
load, then collects the client-side code, a Document Object Model
(DOM) snapshot, and a screenshot to capture the main rationales
presented in the webpage's user interface (Ul).

For our analysis, we focus on telemetry from Chrome, which is
known to be representative of popular websites, as demonstrated in

dataset construction, and model training.

We used BeautifulSoubfl] to parse each webpage's HTML and
extract raw text, focusing on rationale sentences while excluding
headers, footers, and stylistic elements. The text was deduplicated
to retain unique samples for further processing.

5.2.1 Ground-Truth Dataset Creation with LLM Filterliging the
unique extracted texts, we then constructed a ground-truth dataset
to train a rationale classi er. Because permission rationales repre-
sent a small fraction of the vast text data, random sampling was im-
practical due to a low probability of identifying rationale sentences
at scale. Previous researcBf 37, 43 44 addressed a similar chal-
lenge using keyword matching, but this approach restricts collected
samples to those containing prede ned keywords (e.g., camera or
webcam ) and often results in models over tting to these terms.
To avoid this, we adopted a keyword-agnostic method, employing
few-shot prompting with the Mistral-7B language moded][to
identify relevant text snippets aroungermission-protected concepts
such as camera, microphone, noti cations, and geolocation. This
Itering substantially reduced irrelevant samples.

After ltering, we applied random sampling to the remaining
data, manually labeling each sample to identify rationale sentences.
This process was repeated until we had a su cient number of posi-
tive examples. We then balanced the dataset by under-sampling non-
rationale examples, creating an equal mix of positive and negative
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Figure 3: Overview of our methodology. We address RQ1 in 1) Web Crawling & Prompt Detection and 2) Rationale Identi cation. We answer RQ2 in 3) Rationale
Analysis , which includes two key phases: Analysis of Rationale Text & Uls Pa erns and Exploring the E ect of Rationales on User Decision-Making.

samples for training. Details of the prompt used for the language where a text rationale was detected by our ML pipeline and random
model are provided in Appendix D. samples from pages with observed prompts but no detected ratio-
nales. For each case, we analyzed screenshots captured before and
after the denial of a permission prompt. If screenshots lacked the
rationale (e.g., due to complex interactions missed by the crawler),
we used a semi-automated approach to capture them by manually
interacting with the page. After obtaining two screenshots for each
rationale, two independent reviewers analyzed and coded the Ul
components, continuing this process until saturation. In total, we
analyzed 7,413 webpages, resulting in 749 distinct Ul rationales,
which we will discuss in Y8.2.

5.2.2 Large-Scale Rationale Classificatitsing the labeled dataset,
we trained a BERT classi er][7], as it outperformed alternative
models such as T5 in our context. The classi er was trained over
10 epochs with a learning rate of 0.0001, ensuring gradual and
stable model updates. A batch size of 16 was chosen to balance
computational e ciency with the need for sample diversity, and
gradient accumulation steps were set to one, allowing parameter
updates after each batch. A weight decay of 0.005 was also applied
to improve generalization by discouraging large parameter values.

These parameters were chosen based on best practices in BERTg 4 Exploring the E ect of Rationales on User
ne-tuning [ 1, 21, 50 and our initial experiments. Finally, we used Decision-Making

the trained BERT classi er to categorize the unique text extracted ) _
from the webpages. We conducted an exploratory analysis to determine to what ex-
. . o tent the attributes of rationale texts and Uls can in uence users'
5.2.3 Manual Review and False Positive Analysiliminate false decisions to grant, deny, dismiss, or ignore browser permission
positives, two researchers independently reviewed the samples prompts. Additionally, we sought to evaluate how users perceive
classi ed as rationales, verifying their accuracy by examining the  their overall experience with permission requests, particularly in
associated webpages or Uls. For cases of disagreement, a thirdierms of annoyance and ease of use. To that end, we relied on two
researcher conducted an additional review, followed by a discussion gatasets that we gained access to from Google's Chrome browser:

among the three researchers to resolve con icts. All reviewers were
experts in web and usable security.

5.3 Analysis of Rationale Text & Uls Patterns

To answer RQ2, we analyzed the classi cation results and grouped
the rationales into clusters to identify common patterns, consider-
ing both rationale text and Ul components.

5.3.1 Rationale Text Pa erriSor text analysis, we generated em-
beddings of rationale text snippets using the all-MiniLM-L6-v2 sen-
tence transformer 1§ and applied agglomerative clustering§

to capture syntactic and semantic relationships. Through random
sampling, we examined each cluster, compiling a comprehensive
list of codes and attributes related to message sentiment and con-
tent until no new information emerged (saturation). We labeled the
rationale samples based on these attributes, initially using one-shot
prompting with GPT-4 to assign attributes, followed by a manual re-
view for accuracy. This allowed us to group rationales with similar
attributes. The results of this stage are presented in ¥8.1.2.

5.3.2 Rationale Ul Pa ernk1 the Ul analysis, we performed a
qualitative review of di erent Ul designs. This included both pages

Chrome Telemetry Data. We analyzed Chrome desktop
data on user interactions with permission prompts. This
data is collected when users (1) enable the setting to Make
searches and browsing better by sending URLs of visited
pages to Google and (2) when at least 50 Chrome users visit
the page and respond to a permission prompt. The data we
used covers the 28 days leading up to August 8, 2024.
Chrome User Sentiment Data. Chrome elded experience
sampling questionnaires to understand how users feel about
web permissions on desktop platforms. Users were eligible
to answer a questionnaire if they had enabled the Help im-
prove Chrome's features and performance setting and had
not seen another questionnaire in the last 180 days. We fo-
cused on responses from users who shared URLs with their
answers, which allowed us to link their feedback to speci ¢
reasons and user interface designs. URLs are available when
users opted into the Make searches and browsing better set-
ting. Questionnaires were available to Chrome users with an
English language setting between November 2, 2023, and Jan-
uary 15, 2024, and collected 118,949 complete responses. The
questionnaire was originally elded for a Google-internal
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project and included four questions, two of which we were #Sites #Pages #Calls
able to leverage to understand user se.ntlment on permission Seed URLS 118371 770,349 ;
prompts. Respondents rated both their annoyance and ease Collected successfully 113537 739,235 B
of decision-making on a 5-point Likert scale (see Appendix C Geolocation 22,036 99,241 1,608,729
for exact wording and more details on the data collection). Noti cation 6,657 69,567 73,231
. . Microphone 139 233 334
We .cross—referencgq webpages with coded rathnale texts and Camera 188 220 322
Uls with those containing telemetry and user sentiment data to Total 20020 161,775 1.682.616

obtain our sample described below.

.. . Table 2: Summary of collected webpages and observed prompts.
5.4.1 Sample Descriptiofhe telemetry sample included data for y pag prome

242 of the websites with coded Ul rationales and for 2,687 websites

with coded text rationales. The user sentiment sample consisted Processing Validated Rationales

of 1,351 responses across 282 URLs (169 geolocation, 59 cameraPe. | LLMFilt.  Classif] Conrm. Instances Pages Sites
55 microphone) for coded text rationales and 443 responses across Notif. 6,918 2,67 1,666 22,739 14,855 1,950
97 URLSs (72 geolocation permission, 17 camera, 8 microphone) for Geoloc.| 127,552 2,30 1,063 2,136 1,680 894
coded Ul rationales. Given that these datasets re ect website usage, Camera| 14,082 1,00 495 848 543 364
popular sites are more likely to appear, increasing the likelihood of ~ Mic. 7,878 154 617 1,087 587 322
detecting patterns common on more popular sites. Total | 155,093 7,258 3,674 26,810 17,333 3,237

Additionally, we incorporated control samples from pages with
permission prompts but no detected rationale for which we also  Table 3: Processing steps for  6M unique text snippets from in-the-wild web-
had telemetry and user sentiment data available. For the Uls, we Pages: Q) LLM ltering samples, ( 2) Large-scale BERT classi cation results,
. . . (3) Manually con rmed rationales, ( 4) Total count of rationale instances (real-
included all samples that were manually inspected but did not Show /g distribution), (5) unique webpages, and (6) unique domains.
arationale for a total of 89 URLSs. For the texts, we randomly selected
500 URLs from the set of manually veri ed text samples.

being present on more than 22K sites, which is followed by push

5.4.2 Statistical Testédle used regression models to evaluate the noti cations present on 6.6K websites with 73K API calls.
impact of rationale attributes on user behavior and sentiment to- Our crawler detected permission prompts or20% of seed pages
ward permission prompts. Analyses were conducted in R 4.4.1. For from Chrome telemetry, despite all using popular permission-gated
user behavior, we applied exploratory linear regression to websites web APIs (per Chrome telemetry). Investigating 100 missed cases
with telemetry data, modeling each prompt action (allow, deny, dis- revealed that 73% stemmed from crawling challenges like complex
miss, ignore) separately. For sentiment, we used logistic regression user interactions and authentication, 11% were inactive pages, and
on top-2-box Likert-scale scores. Permission type was included as a 16% involved privacy-sanitized URLs causing discrepancies. See
factor, acknowledging varying grant rate2f. These models were  Appendix A.2 for further details. As we will show next, our approach

exploratory and not further optimized or validated. can still detect rationales in many of these cases, particularly when
The following sections will provide a detailed presentation of the rationale text is present in the DOM, even if the permission
the results for each section discussed above. prompt is not triggered by the crawler.

7 Rationale ldenti cation Results

Starting with 739K pages across 113K websites from our seed list,
we extracted 20M English text samples. After deduplication, we
retained 6M unique samples.

6 Web Crawling & Prompt Detection Results

In February 2023, we used the 770K seed URLs from Chrome teleme
try dataset as a starting point to initialize our crawling infrastruc-
ture, deploying 100 parallel browser instances. As a result, we suc-
cessfully collected snapshots of 739K pages from an EU vantage . .
point. To ensure comprehensive coverage, we attempted to recrawl 7.1 G_rou_nd'TrUth Dataset Creation with LLM
each failed page up to three times, followed by a manual review. Filtering
For 31,114 URLs across 4,834 domains, all three crawl attemptsTo create a relevant, smaller-scale dataset for training our ML clas-
failed mostly due to inactive URLSs or pages timing out (taking over  si er, we used few-shot prompting with the Mistral-7B LLM, as de-
30 seconds to load). The data collection process spanned approxi-scribed in Y5.2. We evaluated the LLM-based ltering on a manually
mately seven weeks. compiled dataset of 143 rationales, selected via random sampling
Table 2 provides an overview of the captured permission prompts (denoted as DS1). The Itering approach achieved a high recall rate
and the triggered calls to permission-gated APIs recorded by our of approximately 93%, with 133 true positives (TPs) and 10 false
interactive crawler. It also quanti es the proportion of permission  negatives (FNs). Our goal was to maximize TPs while Itering out
prompts observed within the Chrome telemetry data. Overall, our potential false positives (FPs), which would be handled later by the
crawler found 29K domains with at least one web permission API classi er. From the Itered set, we extracted about 155K unique
call, with a total of 1.6M API calls across 161K webpages. We rationale candidate texts from the 6M unique texts in our dataset.
observed that the geolocation API is the most widely used, with Table 3 presents an overview of these results and their distribution
almost 1.6M calls across 99K pages, and also the most widespreadacross permission types.



Permission Rationales in the Web Ecosystem: An Exploration of Rationale Text and Design Pa erns CHI '25, April 26 May 01, 2025, Yokohama, Japan

Next, we applied an iterative sampling method to the 155K |- rationales may be embedded in non-text formats. On the other hand,
tered samples. We randomly selected batches of 100 samples forour ML-based approach identi ed 9.8K pages with text rationales
manual annotation until we gathered su cient rationales. After  where no prompt was observed, suggesting that rationales can still
reviewing 2,100 samples, we identi ed 262 rationales. Combined be present even when the crawler is unable to trigger a prompt.
with the 143 rationales from DS1, this yielded 405 positive samples.

We then added 1,785 negative samples to create a labeled training . Lo .
dataset of 2,190 samples, referred to as DS2. 7.5 Rationales in Libraries and Prevalence

We split DS2 into training, validation, and test sets using an 80%- Ve observed that certain rationales in our catalog exhibited a no-
10%-10% ratio. To address class imbalance, we under-sampled théably high prevalence across the web. Intrigued by this pattern, we
training set to equalize the number of positive and negative samples. Manually reviewed the most frequent rationales. We found that
Using this labeled dataset, we trained a BERT classi er, as described these cases are associated with geolocation and noti cation permis-
in Y5.2. The classi er achieved an F1 score of 0.82 on the validation Sions, and implemented via 10 distinct third-party libraries.
set and 0.83 on the test set, indicating robust performance.

7.5.1 Library SignatureBor each library, we extracted speci c

7.2 Large-Scale Rationale Classi cation code signatures based on HTML elements (sucidaand namég

We used the BERT classi er to automatically annotate labels to the that t:eshe libraries lncorpo_r?]t_e into ;VEb%ang. Our g(;al wk;as to
155K samples and rule out potential false positives. The classi er S€arch these signatures within our broader dataset of webpage
agged 7,254 unique samples as positive. These unique rationales snapshots collected during web crawling, allowing us to uncover

correspond to 40,996 rationale instances across 28,538 unique page?n_y instances that our machine learning-based detec_tlon pipeline
that themselves belong to 5,798 unique domains. might have overlooked. In total, we created 32 detection rules for

libraries. The complete list of rules is in Table 14. As we show in

7.3 Manual Review and False Positive Analysis Appendix E, our rules are robust against false positives.

Three human analysts conducted a thorough manual review of
all 7.2K discovered rationales to eliminate potential false positives
following the methodology detailed in Y5.2. When considering

only the text, we observed a false positive rate of 19.6%, which is

cops_lstent with the gures pbserved In our test split during the including the union and intersection of both methods. Our analysis
training phase. When additionally considering the Ul context, we . . - .
reveals that signature searching signi cantly enhances our ndings,

" o o
Obse.r veda false_posmve rate of 49 /° ' |den_t|fy|ng .3’674 cases as trueuncovering over 67K additional instances of rationale messages for
positives. The primary reason for this relatively high false positive

. - . . one of these libraries in the wild, compared to only 15K instances
rate is that many texts initially appeared to be valid rationales when . . . L
o . . of these libraries detected using our initial dataset. We observed
evaluated in isolation. However, we observed that the context in

i ) : . . N that the top three used libraries are OneSigna#], iZooto [3( and
which this text appears is crucial for accurate identi cation. For P gnag, 30

; O L Smart Push29. However, the majority of the newly discovered
example, text snippets found on tutorial sites describing messages .

from other webpages, or user-generated content (e comments)mStanceS belong to OneSignal, with over 63K instances identi ed
may initiall Fr)nl?k r tional gb t are not uoon ¢l %UI nalvsi through signature searching alone. In addition, the majority of

ayinitiafly seem fike rationales butare notupon closer ianalysis. - y,oqe 19 lipraries are focused on push noti cations, with only a few
However, automatically extracting such contextual information . being desianed f | . - |
from webpages remains highly challenging due to the dynamic sup_portmg or being designed for geo ocat_|on permissions. In total,
nature of web nd th mplexity of HTML structur nd we identify 82.8K webpages that use a rationale from a library, and

ature orwebpages a € complexity o structures a 85,093 webpages that use either a custom or library rationale. Over-
semantics. This insight underscores the importance of both content

and context in accurately identifying rationales on the web, which all, this strategic approach not only re ned our understanding of
R, yiC 9! ' rationale prevalence but also strengthened the comprehensiveness
in this work, we tackled using a semi-automated approach.

of our rationale catalog.
. . . The ML-based approach missed these rationales because the cap-
7.4 Cata"?g ,Of Rationales and Comparison with tured webpage snapshots did not include the rationale text, which
Permission Prompts required complex user interactions (e.g., clicks) to appear. Our inter-
Through our extensive manual and automated analysis, we com- active agent in Y5.1 failed to simulate these interactions. However,
piled a catalog of rationales containing 3,674 unique samples, total- the HTML code signatures of libraries were present, enabling the
ing 26.8K instances across 17.3K unique webpages and 3,237 uniquaignature-based method to nd them. The ML-based approach was
domains. Noti cation rationales were the most common, with over  able to nd the text of these rationales on other page snapshots that
22K instances, while camera rationales were the least common, used the same libraries but did not require user interaction to load
with only 848 cases. A summary of our rationale catalog across their content. We refer interested readers to Appendix E, where
various permission types can be found in Table 3 (columns 4-7).  we discuss the complementary nature of ML and signature-based
Our crawler detected permission prompts on 161K webpages, rationale detection methods.
but according to our ML-based detection, only 7.5K of those pages  We note that when the library signatures appear in the DOM,
(4.6%) included a text-based rationale. This lower rate is expected,we cannot guarantee that the rationale message will be always
as many pages trigger prompts without including rationales, or the visible. Also, as we will discuss in Y10.1, it is challenging to fully

7.5.2 Libraries and Prevalentable 4 presents the ten libraries
we identi ed and their rationale messages. For each rationale, the
table shows the number of webpages we found using our (i) ma-
chine learning-based approach and (ii) signature search approach,
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Author et al.

ML[ SS ML\ SS SSonly MLonly

Library Perm. Rationale

iZooto [30] Notif. Real time noti cations have been turned o . Enable them to getimportant and timely updates. 5,274 5,074 0 200
Notif. Real time noti catios are turned o . You can enable it to receive timely updates. 5,274 5,074 0 200

OneSignal [46] Notif. We'd like to show you noti cations for the latest news and updates. 64,194 473 63,716 5
Notif. Would you like to be aware of all the hottest news and events from $SITE? 55 1 55 0

PushEngage [48] Notif. Subscribe to noti cation 730 205 525 0

Smart Push [29] Notif. Give us a permission to receive push noti cation messages and we will keep you posfed 1,174 652 522 0
Notif. Give us a permission to receive push noti cation messages and we will keep you posted 1,174 652 522 0
Notif. You can choose to turn 0 noti cations later anytime using browser settings. 1,174 746 428 0

Moe-push [40] Notif. This website would like to send you awesome updates and o ers! Noti cations can be turned 491 55 436 0

o anytime from browser settings. Don't Allow

PushOWL [49] Notif. Get Updated with Latest O ers and Products. 685 262 412 11

Perfecty [47] Notif. Do you want to receive noti cations? 354 90 264 0
Notif. I want to receive noti cations 354 287 67 0

Webpushr [67] Notif. You are unsubscribed to Push Noti cations 397 192 201 4
Notif. You are subscribed to Push Noti cations 397 202 191 4
Notif. Subscribe to receive push noti cations on latest updates 400 207 186 7
Notif. You have blocked Push Noti cations. Follow these instructions to enable Push Noti catigns. 397 208 185 4

Superstore nder- Geoloc.  Location service is not enabled. Continue anyway | Share my location 79 49 30 0

wp [58]

Storerocket [28] Notif. Get noti ed of new locations. 56 41 14 1
Geoloc.  Allow the geolocation on your browser and refresh the page. 75 71 3 1
Geoloc.  Your browser blocked our request to get your location. 75 71 3 1

82,809 14,612 67,760 438

Total

Table 4: Rationale messages from libraries and their prevalence on the Web based on the number of webpages. The table shows the contribution of library code
signature searching to identify additional webpages that use one of the rationale messages in our catalog, and compares it with results from our ML-based detection
pipeline. The library detection rules are in Table 14. Legend: SS= signature search; ML= machine learning; $SITE= a placeholder for site name.

Cluster Subcl. Rationales Pct. \ Instances
C1:N 28 1,655 45% 22,727
C2:G 21 1,046 28.4% 2,116
C3: M 11 468 12.7% 877
C4:C 7 348 9.4% 641
C5:C_M 2 139 3.7% 197
C6: Other 6 18 0.49% 21
N_G 1 7 0.19% 7
C MG 1 4 0.11% 5
C N MG 1 3 0.08% 4
M_G 1 2 0.05% 3
N_M 1 1 0.03Y 1
C_G 1 1 0.03% 1
Total 70 3,674 100.00% 26,810

Table 5: Overview of text-based rationale clusters ordered by size. The top part
shows prevalent clusters, while the bottom part highlights unique behaviors
that are grouped in the other cluster. The left part shows the percentage of
unique samples per cluster, whereas the right part (i.e., instances) shows their
real-world distribution, i.e., non-unique count of rationales across webpages
in our data set. Legend: Subcl = Subcluster. Pct = Percentage. N = Noti cation.
G = Geolocation. C = Camera. M = Microphone.

one nameddther, reducing the total to 70 clusters. To simplify, we
applied hierarchical clustering and further merged clusters that rely
on the same set of permissions together, resulting in six higher-level
clusters. Table 5 provides a summary of the clusters by permission
type, detailing both their unique count and their prevalence on the
web. We refer interested readers to Appendix F, which provides
examples of the 70 individual subclusters.

We found that thenoti cation cluster is the largest, making up
about 45% of the unique samples with over 22K instances observed
in the wild. Thegeolocatiorluster follows, representing over 28%
of unique rationales in our catalog, but with signi cantly lower
prevalence at around 2.1K instances.

8.1.1 Rationale Text A ribute8Ve undertook a qualitative anal-
ysis of the 70 clusters to extract their characteristics by manually
examining random samples from each cluster until saturation, in
line with the methodology detailed in ¥5.3. Other than permission
type, we found that rationale texts can vary widely across four
dimensions: (i) sentiment and tone, (ii) encouragement style in-
cluding bene ts and consequences, (iii) necessity of permission

disentangle library and custom rationales at scale, since webpages granting for proper functionality, (iv) and message content such as

may use both or customize them.

8 Analysis of Rationale Text & Ul Patterns

errors, instructions, and reassurance on data use. In the following,
we discuss these attributes with real-world examples.

Message Tone.The tone of a rationale text indicates the emo-

We analyzed the collected rationales to identify common patterns, tjonal or attitudinal stance conveyed to the user.gositivetone

following the methodology outlined in ¥5.3.

8.1 Rationale Text Patterns

(POS) employs language that contains excitement, such as the mes-
sage This website would like to send you awesome updates and o ers!
In contrast, aneutraltone (NEUT) presents information in a factual

Our automated clustering method leveraging all-MiniLM-L6-v2  manner, as seen in examples likehis website requests access to
sentence transformer organized the 3.6K rationales into 75 clusters your location. Conversely, anegativetone (NEG) communicates
based on both textual syntax and semantics. Out of these, we con- caution or potential errors, as illustrated by statements lil&orry!
solidated six clusters that included only few samples, into a larger We can't access your webcam and/or audio recorder.
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\ p50 (Median)
Category Attribute Count grant% deny % dismiss % ignore %
Message Tone None 498 (18.6% 15.1 7.8 31.0 35.3
Neutral 2,026 (75.5%) 125 8.9 255 41.2
Negative 102 (3.8% 48.2 6.2 20.3 11.6
Positive 49 (1.8% 395 6.3 24.5 21.2
Encouragement None 2,386 (89.2%) 145 8.4 26.5 37.8
Motivation 284 (10.6% 12.1 11.3 24.1 45.3
Consequence 5(0.2% 60.7 3.3 321 1.6
Necessity: Required True 66 (2.5% 66.6 5.5 17.9 6.1
False 2,609 (97.5%) 13.5 8.7 26.4 395
Necessity: Optional  True 23 (0.9% 53.2 54 22.8 10.4
False 2,652 (99.1%) 13.9 8.7 26.3 39.0
Message Content Permission Request 1,361 (50.9%) 18.7 7.8 245 31.7
Func. Explanation 311 (11.6%) 18.6 9.8 19.7 315
Error 265 (9.9% 43.1 6.3 20.3 14.4
Instruction 207 (7.7% 8.7 11.1 23.6 50.4
Emphasize Control 85 (3.2% 14.6 9.0 26.1 39.6
Data Use Reassurange 44 (1.6% 67.2 51 17.2 5.8
Loading Device 14 (0.5% 91.9 2.2 29 1.5
Table 6: Distribution of attributes and the corresponding action rates across webpages in our dataset for which we had telemetry available (overall ==2679. The

None attributes represent the control groups. Attributes in the Message Content section are not mutually exclusive and we omitted the action rates. The count
column shows the count of webpages with rationales that have the corresponding attribute, based on the methodology in Y5.3, for which we had telemetry data
available. The percentages in brackets show the proportion of webpages exhibiting this attribute.

Encouragement. Encouragement in rationale texts could vary. the rationale carreassuraisers about data usage and privacy risks
A motivatingapproach (MOTIV) suggests actions by highlighting (REASSURE), e.d\¢ccess to your camera is necessary, but no personal
bene ts, exempli ed by statements likéAllowing noti cations will data is collectedand We need your location to provide you with the
keep you updated with the latest news Granting camera access  best experience. Your location is safe withQther rationales state
will improve your experiencénstead of the bene ts, the message the permission status, such accessing camera, please waiand
may convey theconsequences$ permission denial (CONSEQ), e.g., Waiting for camera to load(LOADING), or simply contain a direct
WARNING: If you select BLOCK, you cannot have a video call becausgermission reque§PREQ) likePlease allow access to your location.
your camera and microphone cannot be usedlocking camera Finally, the message may also include a functionaégplanation

access may limit features of this website (FUNC_EXPL) clarifying for what purpose the permission is needed,
Permission Necessity. Necessity in rationales determines the ~ €-9-, In order to nd a store near you, allow location access or use the
perceived importance of a permission requeRequiredactions search featureWebsites rely on these types of rationales based on

(REQU) indicate essential permissions, eRgrmission to access their speci ¢ scenarios and user needs.
your contacts is required to sync dahese cases often directly
instruct or mandate user action, such as statingpu must grant
microphone access to contin@anverselyoptionalactions (OPT)

suggest enhancements or alternatives, suchvasi can enter your ¢4 responding permission prompt action rates. Our clustering al-
address manually or allow automatic lling for convenienaed gorithm of ¥5.3 identi ed 123 rationale groups across 17.3K URLSs.
You may get a popup asking you to Allow or Block your location. The ,\yever, only 32 groups had samples from more than 10 URLSs, and
search function will work with either option. among those, only 18 had su cient telemetry data. We focused on
Message Content. Rationale messages include di erent and these 18 groups to analyze how various factors, such as message
sometimes multiple types of content. One type providgsdance tone and encouragement, in uence users' permission decisions.
for troubleshooting and resolving problems, such @soubleshoot Common Text Patterns. Table 7 provides an overview of the
permission issues by resetting your browser settifigsse types 18 common rationale clusters and their sizes, illustrating how vari-
of rationales may also provide more precise, possibly step-by-step 5 gnjine platforms communicate their need for web permissions.
instructions (INSTRUCT), such &Eo enable microphone access, g0 gach cluster is categorized by a distinct set of attributes from Y8.1.1,
to Settings > Privacy > Microphorie.comparisongrror messages _ capturing their tone, encouragement, necessity, and message con-

(ERROR) alert users about incorrect actions or issues, as seen iNent The NO cluster is the most prevalent, appearing on over 11,8K
messages likeError: Location access denied. Please grant PErmissioeppages. These neutral messages typically prompt users to al-

to proceed Other Emphasize contrCONTROL), such asloti - low noti cations and have signi cant telemetry presence, with 882
cations can be turned o anytime from browser settiigsaddition, URLSs, showing that users frequently encounter this scenario online.

8.1.2 Analysis of Rationale Text A ributd&ble 6 shows the preva-
lence of each rationale attribute across the webpages in our dataset
for which we had telemetry available (overall= 2¢675 and the
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Cl. | Attributes | Rationale Example | Count Telem.

NO NEUT Click Allow to receive noti cations. 11,863 882

N4 NEUT, PREQ, FUNC_EXPL click Allow to get noti ed about low-cost dental care 663 171

N33 | NEUT, INSTRUCT Step 2. Tap the toggle switch to turn the noti cation o and on. 470 147

N2 NEUT, CONTROL The website $SITE would like to send you push noti cations. Noti cations can be turned o anytin 1,031 46
from browser settings.

N20 | POS, MOTIV, PREQ, CONTROL | $SITE would like to send awesome o ers for your furry friend! Noti cations can be turned o anytime 247 26
from browser settings. Don't Allow

N14 | NEUT, INSTRUCT, PREQ Subscribe to receive push noti cations on latest updates You have blocked Push Noti cations. F 239 15
these instructions to enable Push Noti cations.

N35 | NEUT, MOTIV, FUNC_EXPL Apply to jobs anytime, anywhere and get noti ed instantly when your application is reviewed. 32 13

Gl NEUT, PREQ, FUNC_EXPL Please allow location permission from your browser to view nearby leases 1,233 432

G10 | NEG, ERROR Opps! Unable to retrieve your location, please enable location access in your browser OK No Gancell98 62

G29 | POS, MOTIV, PREQ $SITE requires access to location. To enjoy all that $SITE has to o er, turn on your GPS and 47 13
$SITE access to your location.

G34 | NEUT, ERROR, REASSURE Your Location access is blocked! Please provide location access to proceed further. Your location is22 12
safe with us.

C6 NEUT You will be asked to enable camera access 248 64

C17 | NEUT, PREQ When prompted, click Allow and you'll see your camera 50 28

c9 NEUT, INSTRUCT Use your Camera to start VideoChat. Allow access the Camera in your browser's Settings Your we| 36 10
is active on $SITE. To use the webcam here please close $SITE

M7 NEUT, PREQ Enable microphone access on this site by clicking the big "Enable Microphone™ button. 163 56

M5 NEUT Use the audio devices on your computer to speak and listen 101 40

M27 | NEUT, FUNC_EXPL After pressing the call button, a window appears in the upper right corner asking you to allow acgess 70 29
to the microphone, you should click enable to start the free call. If you accidentally clicked on|the
disallow button, try reloading the page.

M96 | NEG, ERROR, FUNC_EXPL, RE( No microphone found. Unable to continue. 13 13

Table 7: Summary of text rationale clusters having more than 10 samples based on their distinct number of URL-permission pairs for which Chrome telemetry was
available. For each cluster, the table shows its attributes, unique count (i.e., number of URLs in the dataset belonging to that cluster), number of cluster URLs with
telemetry data, and an example. Legend: Cl. = Cluster. $SITE = a placeholder for site name. N = Noti cation. G = Geolocation. C = Camera. M = Microphone.

Another key cluster, G1, appears on over 1.2K webpages and under- Message Content. Rationale messages vary in content, often
scores the widespread use of geolocation-related rationales. Lastly, combining multiple types. The most common are permission re-
the N2 cluster, focused on push noti cations, appears on nearly 1K quests (50.9%), such as G1, N4 and M7, mirroring the primary pur-
URLSs and reassures users that they can deactivate noti cations at poses of most rationale texts. Other notable types include empha-
any time. However, the lower telemetry counts suggest these pages sizing that the permission can be deactivated anytime (3.2%), such
are less frequently visited. as N2, and the provision of functionality explanations (11.6%), such
Message Tone.We observed that the majority of the rationale ~ 8S M27. The_se elements highlight the eorts o_f websites to inform
messages (75.5%) maintain a neutral tone across most clusters, suct/Sers and reinforce controlf]. Rationales involving error messages
as NO, G1, C6 and M7 in Table 7, aiming for a straightforward and (9-9%) and guiding instructions (7.7%) are less frequent but com-
factual manner. Positive and negative tones are rarer, accounting Monly used in scenarios where user action is needed to resolve
for about 2-4% of our samples. Positive tones are employed mostly ISSUES, such as N33, Qg, G34, and M96. Finally, reassurances on data
in noti cation and geolocation rationales such as N20 and G29, Use are rare (1.6%), like G34.
together with motivations that highlight the bene ts of granting

permissions, such as receiving o ers or enhancing their experi- | Summary of Insights. Overall, our systematic analysis re-

ence. Negative tones are often used in geolocation and microphone | yeals a spectrum of strategies in permission-related commu-

rationales, such as G10 and M96. nications, re ecting varying levels of urgency and user auton-
Encouragement. Encouragement strategies that highlight the omy. The distinctions across clusters underscore the tailored

bene ts of granting permissions, such as receiving timely updates, | approaches websites take depending on the speci ¢ function-
discounts, and price alerts via push noti cations, or ensuring the ality and sensitivity of the data involved, highlighting the
best experience through location tracking, were common, appearing | intricate balance between user experience and operational pe-
in 10.6% of samples, as seen in clusters like N20 and G29. In contrast  cessity. The distribution of the identi ed rationales highlights
using consequences as a cautionary tactic is notably rarer, appearing | a preference for neutral messaging, with larger clusters re ect-
in just 0.2% of our dataset, typically to warn users about potential ing more common and broadly applicable requests. These mes-
limitations in functionality if permissions are not allowed. sages generally avoid explicitly stating the necessity of per-
missions, allowing users to infer their importance. In contrast,
the smaller clusters, while less frequent, are mostly tailored
to speci ¢ user interactions, such as permission-dependent
functionalities (e.g., camera for identity veri cation), trou+
bleshooting or reassurance, which may require more detailed
or emotionally nuanced messaging.

Permission Necessity. We found that most rationales avoid
explicit categorization, with only 2.5% labeling actions as required
and 0.9% as optional. Instead, the required permissions are only
clearly emphasized in critical contexts where the service cannot
function without speci ¢ permissions, such as the mandatory ge-
olocation permission for account creation (geo-restricted) in cluster
GO of Table 15 and M96 for microphone access in Table 7.
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@ (b) (@

Figure 4: Icons in rationales. (a) Representing di erent permissions, arranged
from top to bottom: noti cations, geolocation, camera, and microphone. (b)
Indicating denied permissions.

8.2 Rationale Ul Patterns (b

We analyzed rationale Uls following the methodology described

in Y5.3, compiling a dataset of 749 rationale designs across 631Figure 5: Buttons in rationales. (&) Users can grant permission to access their
. . — current location or manually search for an address. (b) Option to join a meeting

WEbPages' Ouranalysis rev_ealed ngerajl pattems in hOW PErMISSION oyt granting permissions, with an alternative button.

requirements are communicated, identifying eight distinct layout

patterns. Each layout is characterized by a unique combination of

attributes, which we will introduce rst in the following section.

8.2.1 Rationale Ul A ributedA rationale, which may be linked to
one or more permissions, has a distinct layout with several notable
attributes. We identi ed the following attributes:

Position. Rationales can baline, seamlessly integrated into
the page, oroating, overlaying content or protected elements like
a camera feed or map. Floating rationales can appear anywhere on
a 2D plane: top, bottom, left, right, or center.

Elements. Rationales often include additional elements such
asbuttonsicons alternative optionsandvisual or textual instruc-
tions Regardindouttons we identi ed three types based on their (c)
functionality. A positive button is designed to trigger the browser
prompt when clicked, typically labeled withAllow , Subscribe
Use My Location or Turn On . Conversely, acknowledge/dismiss
buttons serve to acknowledge and dismiss the rationale and were
labeled with OK', Gotlt, Cancel, Don't Allow , or Later . Web- Figure 6: Textual and visual instructions. (a) As screenshot showing how to
sites represented these buttons also by n, typically located in grant permission when prompted. (b) With an arrow directing attention to
the upper right corner of the rationale. We also found instances the browser prompt. (c) Showing how to re-enable denied permission.
where links were provided to help and troubleshooting pages, la-
beled with phrases such aklow to Grant Access Troubleshooting a location instead of granting geolocation access (Figure 5a), join an
Tips, or The Help Center We found that when multiple buttons online meeting without camera and microphone access (Figure 5b),
are present, developers often use opinionated design by applying or view all shops instead of only seeing the nearest ones.
distinct styling such as di erent colors, sizes, or visual cues to the
positive button. While this approach can subtly encourage users to
grant permissions, it is important to note that not all patterns aimed
at increasing grant rates are legitimate. In some cases, this kind of
nudging can cross the line into dark patterns that manipulate users
into granting permissions they might not otherwise agree to. We Figure 7: Rationale displayed alongside a browser prompt with a loading icon.
leave investigating the prevalence of dark patterns for future work.

Besides buttons, we observed that rationales may inclico@s Finally, rationales may includeisual or textual instructionsising
referencing the permission-protected functionality, as illustrated ~ Screenshots (Figures 6a, 6¢) or text (Figure 6b).
in Figure 4a. Icons may also indicate permission status, suchasa Timing. Rationales can be introduced at various points of the
crossed-out or disabled icon for denied permissions, or an excla- permission request cycl®eforerequesting permission, a rationale
mation mark signaling missing permissions, as shown in Figure 4b. can prepare the user for the requegtlongsidea browser prompt,
Then, instead of granting permission, rationales may o aterna- a rationale can guide the user's attention, often using a loading
tive optiondo users. For example, users might manually search for icon to indicate the webpage is waiting, such as FigureAiter

@

(b)
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(a) Before browser prompt. (b) After permission is not granted.

(c) Before browser prompt. (d) After permission is not granted.

Figure 8: Adaptive rationale with content updates after permission is not
granted, shown as a dialog in (a) and (b), and as a banner in (c) and (d).

@ (b)

Figure 9: Buttons implicitly requesting permission, with explanatory text.

dismissing, ingoring, or denying, a rationale can inform the user
about the missing permission using indicators like bright colors,
bold typography, and warning icons, as depicted in Figure 4b.

A webpage may present di erent rationales for the same per-
mission depending on the timing. Some rationales remain static
regardless of permission status, while others update dynamically.
For example, an initial dialog may update with instructions on how
to re-enable permission if denied, as shown in Figures 8a and 8b
Similarly, a banner rationale might change its content and color
after permission is not granted (Figures 8c and 8d), and a fullscreen
rationale can also di er before and after (see, e.g., Figure 15).

@ (b)

Figure 10: Rationale as button with alternative option.

8.2.2 Analysis of Rationale Ul Pa eriv§e outline the most com-
mon Ul patterns, organized by layout and the frequently co-occurring
attributes, providing a foundation for our exploratory analysis.

Text. Starting with the simplest pattern, rationales can be solely
text integrated within static webpage content. These rationales

Author et al.

Figure 11: Clicking the button causes a rationale dialog to appear.

current position! Location service must be enalftedhermore, dy-
namic text rationales may appear while waiting for user interaction
with a permission prompt, such aSlick allow for daily weather
updates or Trying to detect your location. ..

Button. Buttons, such as dismiss or allow buttons on a dialog,
can be part of a larger rationale layout. However, buttons can also
serve as the rationale itself, implicitly indicating the need for per-
mission to enable a feature. Examples include buttons labéfautl
Immediate Care Near Yoar Start Video Chat.These buttons may
be accompanied by explanatory text, as shown in Figure 9. For
instance, a button labele®tart Test might be accompanied by the
text Click 'allow' when you see a prompt in the browser.

Whenever a button implicitly requests permission by activating

“a function or explicitly with labels like Allow Permission an alter-

native to granting permission can be provided. For example, instead
of granting microphone access, the user might click a button to
upload an audio le (Figure 10a). Similarly, instead of clicking on
Places Nearbybutton, the user could also use thBee All Places
option (Figure 10b).

Figure 12: Clicking the button causes it to expand into a rationale banner.

(a) Alongside a browser prompt.

remain unchanged regardless of permission status. For instance,
a webpage might statéfo use live audio input, please allow access
to your browser microphone when prompted or check your browser
settings. Similarly, a help section might include steps like): Plug in
your headphones. 2) Allow browser access to your microphone. 3)...
Text-only rationales can also appear dynamically after permis-
sion is not granted, often highlighted with bold text, a distinct color
(e.g., red), or an exclamation mark, such &ould not get your

(b) After permission is not granted.

Figure 13: Banners.

Particularly for noti cation permissions, clicking a button can
trigger the display of a rationale message. We observed several
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variations in presenting this rationale. For instance, clicking a but-  Similar to overlays, the user must take action to proceed since the
ton with a noti cation-related icon, such as a bell, may display a  current only contains the rationale, as illustrated in Figure 14b.
rationale dialog either in the center of the screen or as a oating When the fullscreen rationale is shown before a browser prompt,
element above the button, as depicted in Figure 11. Alternatively, itis typically part of a multi-step process to access a speci ¢ func-
the button may expand horizontally to form a banner that contains  tionality. Users rst grant permission, after which they can use
the rationale message, as in Figure 12. the permission-protected feature. For instance, the fullscreen ra-
Banner Rationales in the form of a banner appear dynamically tionale in Figure 15a prepares the user for an upcoming browser
when awaiting user interaction with a permission prompt (see Fig- Prompt that appears when they click the button labeledext .
ure 13a) or after permission is not granted (Figure 13b). In the latter Other button labels may includéEnable Locationor Get Started
case, they are usually displayed on a prominently colored banner,  |f permission is not granted, the rationale prompts the user to

often red, featuring exclamation mark icons, distinct typography, ~9rant permission and try again. Similar to rationales shown post-
and variably colored text. non-granting, it may include aTry Again button or a link to a

help page. Instructions, often in the form of steps or screenshots,
guide users on how to grant the necessary permission (Figure 15b).

(a) Overlay. (b) Fullscreen.

) ] ) Figure 16: Example of a noti cation permission dialog displayed at the top
Figure 14: Rationales alongside a browser prompt. center of the screen before browser prompt.

We found that rationales may include a link to a help or trou-
bleshooting page to assist users in re-enabling permissions. Banners
are often displayed inline with the webpage content but can also
oat above it, spanning the full width of the screen, mostly at the
top as a header and occasionally at the bottom as a footer.

Dialog. Dialog rationales are typically centered on the screen,
either in the middle or, particularly for noti cation permissions, at
the top. Dialogs overlay the webpage content, which can be dark-
ened to provide emphasis. Figure 16 shows a common noti cation

permission dialog.
Overlay. Rationales in the form of overlays appear on top of

the main content of a webpage, often dimming or obscuring the
background to draw the user's focus to the rationale. These overlays
frequently guide the user to the browser prompt with an arrow,
as depicted in Figure 14a. While most overlays can be dismissed
with an X button, we also observed instances where the overlay
remains persistent until the user interacts with the browser prompt
or re-enables a previously blocked permission. For the “quieter’
noti cation permission [24], a rationale overlay can point to the
address bar, directing the user on how to enable noti cations.

(a) Before browser prompt. (b) After permission is not granted.

Figure 17: Dialogs.

Dialogs presented before the browser prompt generally have an
explicit button for granting permission, such aallow Location,
Detect My Locationor Give Access to Camera and Mia addition,
they may include a dismiss button, such &K , Got It, or an
X button. Figure 17a shows a rationale dialog before the browser
prompt. We observed that dialogs are also used to inform users

Fullscreen. When a fullscreen rationale is displayed alongside when permission is required but has been denied. In these cases,
a browser prompt, it operates like an overlay rationale but with a  dialogs may feature an icon indicating that permission is missing,
solid background. This rationale prompts the user to cligkiow . as shown in Figure 17b.

(a) Before browser prompt. (b) After permission is not granted.

Figure 15: Fullscreen rationales.
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